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Windows 8.1 and Windows 10

a) Connect to wireless network
e Click on the wireless icon in taskbar.

*
Windows 10 icon: -

e Select “nswdet” and click on “Connect”.

Windows 8.1 icon:

ﬁ linksys

g C i
Al inksys Secured

I||I nswdet
u
Connect automatically @* R iruaet S eyt he bl

e Enter credentials in format below — your DEC username, including any numbers, followed

or

by @detnsw and your DEC password. If you are unsure of your username or password, go
to TSO office before you try to connect. Click on “OK”.

|||| nswdet
|

Enter your user name and password Fniter vour user name and password

jane.smith2@detnsw jane.smith2@detnsw

e Click on “Connect”. If Wi-fi doesn’t show as “Connected” you need to restart and go

or

through the process again.
(© Networks

I||| nswdet
| |

Continue connecting?

If you expect to find nswdet in this

location, go ahead and connect.

Otherwise, it may be a different

network with the same name. On

Illi nswdet
L] T e e
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b) Enter proxy settings

R |
e Search for “Internet Options” or right click on Windows button lsl on bottom left of
your desktop and go to Control Panel > Network and Internet > Internet Options.

All Control Panel ltems

1 » Control Panel » All Control Panel ltems »

Adjust your computer's settings

E:E Administrative Tools g AutoPlay
Credential Manager lrf Date and Time
=1 Display @ Ease of Access Center
A Fonts 4 HomeGroup
Internet Options Keyboard
P Mail (Micrgeat Outlook 20121 2hit [l Moyice
Internet Options

E Power Opti| Configure your Internet display and [grams and Features

3 Remotedp cnnnectlonlsettmgs. . rity and Maintenance
@ Sync Center EA system
i Windows Defender ﬂ'Windows Firewall

e Select “Connections” tab and Click on “LAN settings”. In LAN settings check both
“Automatically detect settings” and “Use automatic configurations script” and type into the
“Address” field: http://pac.schools.nsw.edu.au/schools/wireless-failover.pac

To set up an Internet connection, dick
Setup.

Dial-up and Virtual Private Network settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings

Choose Settings if you need to configure a proxy Settings
server for a connection. Use automatic configuration script

Proxy server

O] Use a proxy server for your LAM (These settings will not apply to
dial-up or ¥PM connections).

Local Area Metwork {LAN) settings

LANM Settings do not apply to dial-up connections.
Choose Settings above for dial-up settings. Address: Pork: 180 Advanced

Bypass proxy server for local addresses

ok || cancel |

Apply

e Click on “OK” on LAN Settings box and “OK” on Internet Properties box to close “Internet
options”.

e Open www.google.com.au in a web browser and enter your DEC username and
password if credential box appears. Make sure you can browse the internet successfully as
this means your proxy settings are correct.
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Mac OS X

a) Connect to wireless network

Connect to nswdet wireless network - WHS

e Click on wireless icon and select “Open Network Preferences”.

Q

s

FireWire

Mot Connected -

iPhone USB

Mot Connected

Bluetooth PAN @

Mot Connected

Thund...It Bridge .~ _=
Mot Connected NS

Turn Wi-Fi Off
linksys a8 =
nswdet a8 =
Join Other Network...
Create Network...
Open Network Preferences...
e Click on “Advanced”.
® O < Metwork a
Location: Automatic B
o R
. ? Status: Connected Turn Wi-Fi Off
Eth ¢ Wi-Fi is connected to linksys and has the IP
arne A
Soemnet oy address 10.19.182.129.

MNetwork Name: B
~ Ask to join new networks
Known networks will be joined automatically. If
no known networks are available, you will have
to manually select a network.
Show Wi-Fi status in menu bar Advanced... ?

Assist me... Revert Apply
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Connect to nswdet wireless network - WHS

e Click on the “+” symbol to add a new network profile.

= WiFi
Wi-Fi  TCP/IP  DNS  WINS 802.1X Proxies Hardware
Preferred Networks:
Network Mame Security
DVA-G3670B WPA2 Personal
Abel's iPhone WPA2 Perscnal
linlin's Homenetwork WEP
WirelessNet WRPA2 Personal
FreeFerryWiFi@Tomizone None
dlink EXT 3 WPA/WPA2 Personal
+ Drag networks into the order you prefer.
v| Remember networks this computer has joined
Require administrator authorization to:
Create computer-to-computer networks
Change networks
Turn Wi-Fi on or off
Wi-Fi Address: 10:40:f3:97:83:48
? Cancel OK

e Enter network details and credentials in format below — your DEC username, including
any numbers, followed by @detnsw and your DEC password. If you are unsure of your

username or password, go to TSO office before you try to connect. Click on “OK”.

P e, ¥ Add a Wi-Fi network profile.

~
v

Enter the name and security type of the profile you want to
add.

? Show Networks

' Metwork Mame:

nswdet

| Security: WPA2 Enterprise

| Mode: Automatic
Username: username@detnsw
Password: sesssssssssscssss

Show password

Cancel

| OK

e When the “Verify Certificate” box appears click on “Continue”.

Verify Certificate

- Authenticating to network "nswdet"

Before authenticating to server "8592DIF000SNO01. DETHSW.WIN®, you
should examine the server's certificate to ensure that it is appropriate for this
network.

To view the certificate, click "Show Certificate’.

CContnve |

Show Certificate Cancel
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e If the message below appears, enter your administrator username and password to allow
the changes to your “Certificate Trust Settings”.

You are making changes to your Certificate Trust
Settings. Type your password to allow this.

Username: administrator

Password: |ssssssss

Cancel Update Settings

e Once the network is connected the status in “Network Preferences” will appear as below.
Note that authentication may take up to a minute.

@ 4 i Network Q,
Location:  Automatic ﬁ
— —
- Status: On Turn Wi-Fi Off
Wi-Fi has the self-assigned |IP address

Ethernet ' 169.254.167.163 and will not be able to
1 Not Connected connect to the Internet.
i FireWire N

etwork Name:
1 b Mot Connected nswdet a
® iPhone USB Ask to join new networks
Mot Cennected

Known networks will be joined automatically. If

no known networks are available, you will have
Bluetooth PAN to manually select a netwaork.
Mot Connectad

° Thund...It Bridge 802.1X: Default Disconnect
Not Connected % ¢ Authenticated via PEAP (MSCHAPv2)

Connect Time: 00:00:25

= g Show Wi-Fi status in menu bar Advanced... 7

Assist me... Revert Apply
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b) Enter proxy settings

e Click on “Advanced” and select “Proxies” tab and check “Automatic Proxy Configuration”.
Type into the URL field: http://pac.schools.nsw.edu.au/schools/wireless-failover.pac and
click on “OK”.

= WiFi
Wi-Fi  TCP/IP DNS  WINS  802.1X |l Hardware
Select a protocol to configure: Proxy Configuration File
Auto Proxy Discovery URL: | http://pac.schools.nsw.edu.au/schoolsh
¥ Automatic Proxy Gonfiguration If your network administrator provided you with the
Web Proxy (HTTP) address of an automatic proxy configuration (.pac) file,
enter it above.
Secure Web Praxy (HTTPS)
FTP Proxy
SOCKS Proxy
Streaming Proxy (RTSF)
Gopher Proxy

Exclude simple hostnames
Bypass proxy settings for these Hosts & Domains:
*local, 169.25416

Use Passive FTP Mode (PASV)

? Cancel OK

e Click on “Apply” in main “Network Preferences” window and close the application.

e Open www.google.com.au in a web browser and enter your DEC username and
password if credential box appears. Make sure you can browse the internet successfully as
this means your proxy settings are correct.
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Windows 7

a) Configure wireless network settings
e Click on the wireless icon in taskbar.

e Select “Open Network and Sharing Center

4

,
Mot connected s
I:dﬂ Connections are available
Wireless Network Connection -
nswdet !!!!!
linksys 1!!!!
|

e Select “Manage Wireless Networks”.

=

~ |5 » Control Panel » All Control Panelftems » Network and Sharing Center

Control Panel Home . : . ’ :
View your basic network information and set up connections

IManage wireless networks ml' + Q

Ch dapter setti

o e el PF4BB30B904 Internet
Change advanced sharing (This computer)
settings

View your active networks
You are currently not connected to any networks,

e Click on “Add”.

e e ol D ——
m}laﬂﬂ v Control Panel » MNetwork and Internet » Manage Wireless Networks -
- g

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

C Add J Adapter properties  Profiletypes  Metwork and Sharing Center

Ne{ Add a wireless network ]ifyﬂ and recrder (2]
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e Select “Manually create a network profile”.

=

U ! Manually connect to a wireless network —

How do you want to add a network?

Ak Manually create a network profile
"= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (55I0) and

security key (if applicable).

o~ Create an ad hoc network
™ This creates a temporary network for sharing files or an Internet connection

e Enter network details as below and click on “Next”.

=
— Al
@ o' Manually connect to a wireless network
Enter information for the wireless network you want to add
Metwork name: nswidet
¥
Security type: ’WPAE-Enterprise v]
I Encryption type: ’AES ,]
Security Key: Hide characters
Start this connection automatically
[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk,
[ Mext ] [ Cancel
b

e Select “Change connection settings”.

~

U 2! Manually connect to a wireless network —_—

Successfully added nswdet

[ < Change connection settings
Open the connecticn properties so that I can change the settings.
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e Select “Security” tab and click on “Settings”.

© T
nswdet Wireless Network Properties ﬂ
- e

Connection | Security

Security type: |WPA2-Enterprise -

Encryption type: [AES v]

Choose a network authentication method

Microsoft: Protected EAP (PEAP) v][ Settings |

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ oK H Cancel ]

e Uncheck “Validate server certificate” and click on “Configure”.

Protected EAP Properties ﬂ

When connecting:

[T validate server certificate

|| Connect to these servers:

Trusted Rook Certification Authorities:

] cfTrust Extermal CA Root | -
[7] Baltimore CyberTrust Root (|
[ Certum cA

[ class 3 Public Primary Certification Authority

[ class 3 Public Primary Certification Authority

[7] comopo Certification Autharity

[ DigiCert Assured ID Root CA -
4 | 1 | 3

Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

|Secured password (EAPMSCHAP v2) ~| [ configure... |

Enable Fast Reconnect

[|Enforce Network Access Protection

[| Disconnect if server does not present cryptobinding TLY
[| Enable Identity Privacy

i [ ok ][ canesl
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e Uncheck “Automatically use my Windows logon name and password...” and click on “OK”
and “OK” again to close “Protected EAP Properties”.

i
EAP MSCHAP2 Properties e S|

When connecting:

F Automatically use my Windows logon name and
password (@nd domain if any).

| ok || cancel |

e In “Security” tab click on “Advanced Settings” and check “Specify authentication mode”
and use drop down box select “User authentication”. Click on “OK” and “OK” to close all the
dialog boxes.

Ll

-
Advanced settings m

802, 1¥ settings | 502,11 settings

Spedfy authentication mode:

[User authentication V] ’ Save credentials

Delete credentials for all users

b) Connect to wireless network
e Click on the message below so that credential box appears.

ALy Additional information is needed to connect nswdet. * *
= C(lick to provide additional information.

— —
e Enter credentials in format below — your DEC username, including any numbers, followed

by @detnsw and your DEC password. If you are unsure of your username or password, go
to TSO office before you try to connect. Click on “OK”.

Windows Security {2 E l]J

Network Authentication

Please enter user credentials

|I- I EE |_i|:|hn.smith1@detnm |
| | *e00000 |

| ok || Cancel
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e If the wireless does not connect, click on wireless icon in taskbar to display available
networks, select nswdet network and click on “Disconnect” followed by “Connect”. This will
cause credential box to reappear. Sometimes you may need to type in your credentials
multiple times before you will be connected to the wireless network.

o i
*4 +
Mot connected Mot connected ¥
I:E[EJ Connections are available Edjﬂ Connections are available
Wireless Metwork Connection # Wireless Metwork Connection -
nswdet Connecting ﬂlﬂ nswdet ﬂ'!.!!

c) Enter proxy settings
e Search for “Internet Options” or go to Control Panel > Network and Internet > Internet
Options. Select “Connections” tab and Click on “LAN settings”.

F ) o . gL =]

| zeneral I Security I Privacy | Content| Connections |Programs I .h.d'n.ranced|

To set up an Internet connection, did: i Setup ]

Setup.

Dial-up and Virtual Private Network settings

T
Add VPN...
Remove...
Choose Settings if you need to configure a proxy . Settings
server for a connection.
(@) Mever dial a connection
Dial whenever a network connection is not present
Always dial my default connection
Current Morne Set default

Local Area Metwork (LAN) settings

LAM Settings do not apply to dial-up connections. LAMN settings
Choose Settings above for dial-up settings.

ik ][ Cancel i Fa.l:!p_u_lv
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e Check both “Automatically detect settings” and “Use automatic configurations script”
and type into the “Address” field: http://pac.schools.nsw.edu.au/schools/wireless-
failover.pac

. — 5
§% Local Area Network (LAN) Settings B

R — _—

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings
@ Use automatic configuration script

Address  http:/fpac.schools. nsw. edu.au/scho

Proxy server

F Use a proxy server for your LAM (These settings will not apply to
Ju:.IiaI-L.||:| or VPN connections).

127.0.0.1 Fark 3030 Advan

(=8
o

o
(]
m

Bypass proxy server for local addresses

[ O ] [ Cancel J
=" |
e Click on “OK” and “OK” again to close “Internet options”.

e Open www.google.com.au in a web browser and enter your DEC username and
password when credential box appears. Make sure you can browse the internet successfully
as this means your proxy settings are correct.
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Mac iOS

a) Connect to wireless network
e Tap the “Settings” icon on Home screen and select “Wi-fi”. Select nswdet network.

Settings Wi-Fi
Airplane Mode Wi-Fi @)
= Wi-Fi Not Connected
CHOOSE A NETWORK...

Bluetooth On Iinksys a = @

Cellular Data No SIM nswdet a = @

Other...
I —o I

e Enter credentials in format below — your DEC username, including any numbers, followed
by @detnsw and your DEC password. If you are unsure of your username or password, go

to TSO office before you try to connect. Tap on “Join”.
| 2 . |
Enter the password for “nswdet”

Cancel Enter Password Join

Username jim.jones3@detnsw

Password eeeeese

e When the “Certificate” box appears tap on “Accept”.
P > |

£ Enter Password Certificate

8592DIPO00OSNOO1.DETNSW.WIN
PROD-DEC-INT-CA

Not Verified | Accept |

Description Server Authentication
Expires 21 Aug 2015 8:21:36 pm

More Details
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b) Enter proxy settings

e Tapon (Dicon next to nswdet.

Connect to nswdet wireless network - WHS

<= [ Wi-Fi

Settings

Airplane Mode

\

[T L

nswdet

Wi-Fi

Wi-Fi C
a8 = ()

v nswdet

e Select “Auto” in “HTTP PROXY” settings and type into the URL field:
http://pac.schools.nsw.edu.au/schools/wireless-failover.pac and click on “OK”".

= | Wi-Fi nswdet
IP ADDRESS

GO®

el-1:0:0: N

Bluetooth On
Cellular Data No SIM
Notifications

Control Center

Do Not Disturb

General

Display & Brightness

Wallpaper
—_— HTTP PROXY
[ Off Manual
Passcode
URL s.nsw.edu.au/schools/wireless-failover.pad
Privacy

e T N

IP Address 10.209.26.101
Subnet Mask 255.255.255.0
Router 10.209.26.1
DNS 10.209.8.34, 153.107.14.212, 153.107.7...
Search Domains detnsw.win
Client ID

Renew Lease

e Close “Settings”.

e Open www.google.com.au in a web browser and enter your DEC username and

password if credential box appears. Make sure you can browse the internet successfully as

this means your proxy settings are correct.



